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Abstract. The purpose of the research is to study the benefits and potential problems of using
Radio Frequency Identification Devices (RFID) in the warehouse management and inventory supply-
chain management. Methodology. In the process of writing this article a few various types of the obser-
vation, timing, motional, inventory, and historical methods (describing present time limitations of the
current inventory tracking system compare to the benefits and obstacles of the proposed new generation
inventory management system) were used. To support our conclusion, we used data from the sampling
research conducting on the premises of six distribution centers. Generalized results of this study helped
us to create a comparison between deployment of the system with the use of just RFID tags, just bar-
codes, and a hybrid technology, were both types of the inventory markings were incorporated. Results.
As it was predicted even before the research begins, the result of the study proved that use of the RFID
technology significantly improved reliability of the inventory system by reducing number of out-of-
stock (OOS) items, improved speed of the data collection and reduce amount and time of the manual
work. It was also determined that RFID technology will help companies to better manage day-to-day
inventory operations. The overall results suggested that use of the RFID technology will help companies
to reduce fixed and variable costs associated with the daily operation of the inventory management sys-
tem. However, it was also found that RFID system is not prone to the problems related to the breakage
of the equipment and tags themselves. It is also worth to take into account a cost of RFID tags compares
to the barcodes or two-dimensional barcodes. If a medium size company will decide to switch to the
RFID technology completely, the cost of the switch might not overweight the saving the company will
have. In this case a possible solution might be two-dimensional barcodes. Practical meaning. We hope
that results of the study, our observations, and comments will help businesses to evaluate deployment of
the RFID technology better, understand some unrecognized pro and cons of it and find possible ways to
improve on the current systems by using advantages of multiple inventory solutions.
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Prospects for further research. Consideration should be given to a possible research of the security of
the RFID technology, safety of the protocols it uses to collect and transmit data, and, finally, a possibility
of the external intrusion and malicious data manipulations and the ways to prevent it.

Keywords: RFID, single-dimensional barcodes, RFID vs. barcodes reading test, RFID vs. barcode
security, RFID and out of stock inventory (OOS).
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Anomauia. Mema docnidxcenHs — BUBUUTY IlepeBaru i MOTEHIiliHi Tpo6eMy BUKOPUCTAHHS
MpUCTPOIB pagiouactoTHOI imeHTUdikanii (RFID) B ympaB/iHHI CK/IaIoM i JIaHITIOXKKOM ITOCTaBOK. Me-
modonozis. Y mpolleci HamMcaHHs 1€l CTaTTi 6y/IM BUKOPMCTAaHI KiJIbKa pi3HUX TUITIB HArJIIIOBUX, TUM-
YaCOBUX, PYXOBUX, IHBEHTAPHMX 1 ICTOPUUYHMUX METOIiB, 1110 OMMUCYIOTh HUHIIIIHI TUMYaCOBi 0OMeKeHHSI
IIOTOYHOI CUCTEMM iHBEHTapM3allil, B ITIOPiBHSIHHI 3 IIepeBaraMm i Iepemnikogamy IpoIIOHOBAHOI CUCTEMU
YIIpaBJIiHHS 3aracaMy HOBOTO MOKouTiHHS. [Io6 migTBepauTy Halll BUCHOBOK, MM BUKOPUCTOBYBAJIU
IaHi BUOIPKOBOIO AOC/IiAKEHHS, IIPOBEIEHOrO B IIECTY PO3IMOAUIbHMUX IIeHTpaX. ¥Y3arajabHeHi pe3yJib-
TaTU I[bOTO JOCJIiIKEHHST JOMTOMOIJIM HaM ITPOBECTM MOPiBHSIHHSI MiK PO3TOPTaHHSIM CUCTEMU 3 BUKO-
puctaHHIM TIbKM MiTOK RFID, mpocTo mtpmx-KomiB i ri6puaHOl TEXHOJIOrI1, Ae 6y BKIIOUeHi 00u-
IIBa TUIM MapKyBaHHS ToBapiB. Pesynsmamu. SIk i 6yyio mepen6ayeHo 1ie 10 MOYaTKy AOCITiIKEeHHS,
pe3yJbTaT AO0BIB, 10 BUKOpUcTaHHS TexHosorii RFID 3HauHO migBMILMIO HAAIMHICTh CUCTEMM iHBEH-
Tapu3allii 38 paxyHOK CKOpPOYEeHHS KiJIbKOCTi TOBapiB, BiICYTHIX Ha CKJIaji, MiABUIIIEHHS IIBUIKOCTI
3060pY JaHMX, 3MEHIIIEHHS KiJIbKOCTI i yacy py4HOl poO0oTH. 3arajbHuIA pe3yabTaT II0Ka3as, 10 BUKOPU-
cranHg TexHojorii RFID gonomoske KOMITaHisIM CKOPOTUTHM IOCTiliHI Ta 3SMiHHI BUTpaTH, OB sI3aHi 3i
IIIOAEHHOIO POOOTOO CHCTEMM YIIpaB/IiHHSA 3anacamyu. OmgHaKk, 1e 6yJI0 BCTaHOBJIEHO, 1110 cuctema RFID
TaKOK CXMJIbHA 0 Mpo6JieM, MOB’I3aHUX 3 MTOJIOMKOIO 06/1aHaHHS Ta caMuxX GMpPOK. [Ipakmuune 3Ha-
ueHHs. My criofiiBaeMocsi, 1110 pe3yJIbTaTy AOCJiIKeHHSsI, Hallli CIIOCTepesKeHHST i KOMeHTapi AOTOMO-
SKYTh KOMIIaHISIM Kpallle OiHuTu po3ropTaHHsa TexHosorili RFID, 3po3ymiTtu mesiki HemocTaTHbO BUCBI-
TJIEHI 1i TIlepeBaru i HeloJiKy, 3HAUTY MOYK/IMBI IIUISIXY TTOJIIITIIIEHHST iICHYIOUMX CUCTEM 3 BUKOPUCTAH-
HSM IIepeBar JeKiJbKOX pillleHb Oj1s1 iHBeHTapm3salii. Ilepcnekxmusu nodanvuiux docnidxmcerv. Crif
PO3IJITHYTY MOSK/IMBE OOCTiIKeHHs Oe3reku TexHouiorii RFID, 6e3meku MpoTOKOIIiB, SIKi BOHA BUKOPMU-
CTOBYE 1151 300pY i mepefavi JaHuX, i, HAPEITi, MOKIMBICTb 30BHIIIIHBOTO BTOPTHEHHS 1 3JTOBMUCHUX
MAaHIMyJISIIN 3 JTaHMMM Ta CIIOCOOM 1X 3aII00iraHHs.
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Knrwuoei cnoea: RFID, omHoMipHi 1mITpMx-Koau, TecT mBUAKOCTI 3unMTyBaHHsT RFID i mrrpux-
komu, 3axuct RFID i mrpux-komy, RFID i BimcyTHicTs ToBapiB Ha ckiami (OOS).

Kinvkicmo 0xcepen: 13; kinbkicms mabauyw: 2; Kinbkicmo pucyHkis: 6; kinbkicms popmyn: 0.

1. Introduction.

In the past decade an effective and effi-
cient warehouse management system is a topic
for discussion in most of the medium and large
companies around the world. How this system
will be implemented and fit into the company’s
domestic and global supply chain infrastruc-
tures will decide the business outcome and
make or break the company future. There are a
few moving parts in this equation. First of all,
we need to determine the primary warehouse
functions and tasks that make the process work
as one mechanism.

Warehouse Operational Tasks (WOT):

- Warehouse layout: One of the most cru-
cial tasks in the warehouse operation is to store
inventory in the way that will allow its fast
movement, with minimal time on searching,
and negligent possibility of selecting the
wrong item.

- Receiving processes: Orderly receiving
and inventory of the incoming items.

- Picking process: Easy and timely effi-
cient mechanism of finding necessary items
ordered, that will minimize number of errors.

- Packing process: Will prepare the ship-
ment according to required safety standards
and supply necessary paperwork.

- Shipping process: Ship the order in the
appropriate time frame, with the correct ship-
per, with ordered delivery speed, and with the
necessary tracking mechanism.

- Return process: Inspect and inventory
the returned items according to the company
policies and within the timeframe written in
the policy. Return paperwork should also be
generated and send to the customer (Gruend
and Gorsten, 2017; Hardgrave and Waller,
2005; IMPIM], n.d.).

The second part of the equation is the
system that monitor and manage the ware-
house operations.

Inventory Management System (IMS).

A IMS will enable the companies to ana-
lyze current warehouse procedures and perfor-
mance, and implement possible improvement
that will help:

- Inventory control optimization: Finding
a right balance between having too much in-
ventory on hand with a possibility to have
some items out of stock (OOS).

- Rationalization of the use of existing
warehouse space: Based on the type of the in-
ventory and type of the operations the com-
pany gets involved, the system might suggest
the optimal ratio between floor storage com-
pare to the vertical storage; type of inventory
packaging (bulk storage vs individual items);
and provide the most efficient location of the
items based on the selling/ordering pattern.

- Improve worker productivity: By opti-
mizing the layout of the warehouse and equip-
ping workers with the necessary tools and dig-
ital means of dealing with the IMS system;
providing adequate training (including safety
training) the company will be able to save on
the labor cost as well as any other cost associ-
ated with the misplaced or lost inventory and
avoidable cases of the wrong shipped items
(Gruend and Gorsten, 2017; Hardgrave and
Waller, 2005; IMPIM], n.d.; McBeath, 2018).

So, what can effectively connect WOT
and IMS? We would place that on the ability
of the warehouse personal to locate, move, and
ship the right inventory, in the correct quality,
to the designated customer, in the shortest
amount of time. The way how this system does
it today is by labeling merchandised with the
barcodes. This technology is almost 46 years
old now and, despite the fact of its cheap cost
and wide adoption, might no longer fits criteria
for the preferable solution in the future, due to
its substantial limitations. However, a new
breed of the inventory technology hits the
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market about 15 years ago and finally reached
the point where its adoption can be cost effec-
tive on the mass market (for the right size of
the companies and operations). The name of
this technology is Radio-Frequency Identifica-
tion (RFID) (AdvancedMobileGroup, 2014).
RFID can be translated as small elec-
tronic device that contains a data chip and an-
tenna. On average the chip can hold up to 2000
bytes of information. Like other identification
data sources (barcodes for example), the RFID
device provides a unique identifier of the ob-
ject it represents, and that ID can be retrieved
by the specialized scanner. The scanner sends
out a radio frequency signal and that flow pro-
vides necessary mean for a tag to communicate
back, by using energy supplied by a signal.
That type of RFID tag gets called passive.
There are other types of RFID tags in exist-
ence, but we would not cover them for this

article because a very few of them are in use in
the warehouse management system. When
RFID tag gets inside the area covered by the
scanner, it recognizes the activation signal
emitted by the antenna. That activates the
RFID chip and allow information stored on the
tag’s chip to be send back to the scanning de-
vice. One of the main advantages of the RFID
environment is an ability to place the actual
RFID chip anywhere on or inside the inventory
object. It does not need to be on the surface (as
with the barcode). The scanner will be able to
read information stored on the chip in less than
100 milliseconds. Such type of speed allows
simultaneous read of multiple tags located
within vicinity of the reader.

2. Literature review.

In most of the recent publications the au-
thors emphasize different benefits of the RFID
technology (Table 1).

Table 1. Benefits of the FRID technology

RFID Benefit Type

Description

Data Collection

RFID system is able to collect data automatically and simultaneously from
different locations. Data collection can be separated by product, activity or
location. That significantly saves amount of the manual labor.

Quality of the
Captured Data

RFID data collection mechanism allows reporting based on the desired seg-
ment of the inventory (like low on stock or most shipped items). Also, the
speed of the data collection and correctness of the reporting significantly re-
duces inventory discrepancies and OOS items.

Inventory Error

With the ability to correctly identify multiple items on the distance, the RFID
technology provides better picking information to the warehouse personnel,
reduces the number of incorrect shipments and, as a result of that, reduces

Reduction i
number of returns. All of that reduces the company operational cost and
shorten orders fulfilment time.

Since RFID data collection happens in real time and can cover significant
e areas with just one scan, the inventory information can be presented to the
Data Availability ) ’ y p

IMS system in real time as well. That benefit makes planning and operation
management a lot easier.

Lower Cost and
Improve
Productivity

Due to the nature of RFID data collection and automation around it, RFID
allows IMS to track, locate, and move inventory around the supply chain
more quickly. By increasing processing speed and decreasing number of
manual labor hours required by the older technologies. All of that led to the
cost saving and improved productivity across the enterprise.

Source: formed on the basis of the AdvancedMobileGroup (2016) and CoreRFID (2019).

However, it would be worth to mention

compare pro and cons of each of them. The Ta-

an older technology that gained world-wide
adoption a long time before the RFID and

ble 2 below summarizes most of the observa-
tions reviewed for this article.
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Table 2. RFID and Barcodes Compare and Contrast

Statistical Data On

RFID

Barcode

Communication channels Radio signals

Optical scanner

Scanner read coverage Upto20m Up to 25 cm
Simultaneous read rate Many One

Data on the tag Can be updated Cannot be updated
Size of the data on the tag Up to 2000 char Up to 25 char

Location of the tag

Anywhere on or inside the package

On the surface of the package

Scanning data

Can identify the item itself

Can identify the type of the item only

Item tracking

Can be done automatically through
the whole distribution channel

Requires human intervention and
manual labor

Industry wide standards No Yes

Time and labor to setup a system | Significant Minimal
Cost of the tag Up to 7-10 cents or more per piece | > 1 cent
R-esmtz‘mce to jamming or Somewhat Non-existing
distortion

Employees training cost Moderate Small

Data Security Needs to be improved n/d

Source: formed on the basis of the Redbeam (2019); Pontius (2020); QuestSolution (2020).

3. Methods.

As we analyzed different published ma-
terials about RFID implementation, one com-
mon thesis was very visible across all of the
publication: RFID technology will deliver a
significant cost reduction for the business and
reduce OOS items compare to the barcode
technology. However, some studies are also
showing that RFID systems might not as relia-
ble and accurate in the difficult environments
as we would like to think. To make unbiased
comparison of both technologies, the study
was conducted on the premises of a single su-
permarket chain. The following are the pri-
mary objectives of the study.

Organization of the Studies. In order to
keep research data confidential and not to re-
veal a company used in this review (due to the
privacy issues), the authors will refer to it as a
company XYZ. This company currently oper-
ates a large network of warehouses, distribu-
tion centers, and supermarkets across the
United States. The chain sells more than $5.5
billion of inventory during the fiscal year. As
part of the study the company decided to in-
vestigate a possibility to replace the existing
traditional single-dimensional barcode system.
A total of six distribution centers, inside two
separate (but closely located) geographical

urban areas, were identified. All of the distri-
bution centers stock similar product inventory
items and during the past fiscal year fulfilled
roughly the same number of work orders (+/-
15% difference). This group was divided into
two subgroups: Test and Control (with three
distribution centers in each group). To keep the
cost of the study down time: time, motion, and
inventory studies were performed on the 460
uniquely identified product types that have
both: enabled RFID tags and barcodes. Each of
the selected products was classified as a me-
dium speed moving/selling item. Only passive
RFID tags and mobile readers had been used
in the trail in the Test group. In each of the dis-
tribution centers in the Test category, a group
of 8 employees was trained to operate both
RFID and barcode scanners.

Measurement and Sampling. The meas-
urements were taking 5 days a week (Tuesday
- Saturday) in order to provide a consistent
picture of the available inventory and reduce
possible fluctuations related to the day of
week. The time period of the sampling was av-
eraged between 10 in the morning and 3 in the
afternoon. Inventory level of each of the prod-
uct types identified for the study was measured
once per scan period. During that time all op-
erators were measured on the speed and
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accuracy using software package that incorpo-
rated closed circuit security cameras, artificial
intelligence (AI) mechanism, and database
datamining tool. This approach allows the trial
to be performed in the very precise way and
with minimal amount of extra manual labor.
The trial was set in three sub sequentially cy-
cles lasted six weeks each. During the first cy-
cle, all six storage facilities used barcodes on
the selected products. In the second cycle,
three distribution centers in the Test group en-
abled RFID on the 230 product types. And dur-
ing the last cycle, all 460 products were RFID
enabled. Tags were used by the employees
working in the distribution centers that belong
to the Test group in the scanning process. The
control group of the other three distribution
centers continued to use barcode scanning only.

4. Research objectives.

a) Does RFID system over perform the
standard barcode system?

b) Can the RFID technology significantly
reduce the number of OOS items?

c) Will the RFID technology allow great
speed and accuracy compare to the barcodes?

d) What is the reliability of the RFID tags
and scanners compare to the existing barcode
labels and scanners and what potential prob-
lems this technology can be exposed to?

5. Results and discussions.

a) Inventory level with the use of the
RFID technology and without.

The data represented in the Figure 1 and
Figure 2 clearly shows a reduction in the OOS
items in the Test group with implementation of
the RFID technology.

Average OOS Items Per Group - Weekly Statistics

90
80
g 70
2 60
g s0
NN 78| 77| 76| (77 78] 78
g5 78] 77) 76 77 781 781 70 73]
8 20
10
0

7717217876 72] 78178155 771 77175 [ 5] 76 [0 75] 70 75 | 72

el elalelialel ol Sl 51

1 2 3 4 5 6 7 8

9 10 11 12 13 14 15 16 17 18
Weeks

OTest Group OControl Group

Fig. 1. Average OOS Items Per Group - Statistics

Source: author’s own developments.

With two groups starting almost on the
same level with 78 and 77 OOS items respect-
fully, we see this number drops to 67 in the
Test group (14,1% reduction) with half of the
items using RFID and to 59 with entire popu-
lation of the sampling product types using
RFID (24,3% reduction). However, it also
worth to mention a slight reduction of the OOS
items in the control group as well. That reduc-
tion was from 77 to 73 (5,2% reduction). The
diminishing of the OOS in the control group
(where RFID technology was not imple-
mented) can be attributed to a few factors: con-
tinues observation of the day-to-day product

levels and better understanding of the inven-
tory needs during the pick times by the com-
pany inventory system; changes in supply and
demand patterns of the specific seasonal items
and etc. But that reduction in the control group
should be accounted in the reduction of the
OOQOS items in the Test group. So, the overall
level of OOS items decreased in the Test group
should be calculated as 24,3 - 5,2 = 19,1%.
That is still a very impressive number.

b) Speed of the scanning operation.

The information presented in the Figure
3 and Figure 4 shows the difference in scan-
ning speed between RFID and barcodes.

EKOHOMIi4YHi ropu3oHTHN Ne 1(12)'2020
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Average OOS Items Per Group - Weekly Dynamics
90

80
o .——-\
60

50
40
30
20
10

OO0S Product Types

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
Weeks
e Test Group e Control Group
Fig. 2. Average OOS Items Per Group — Dynamics

Source: author’s own developments.

RFID Scanning Times Statistics
40 >
34 7
35 1
2 3 28 28 28 28
A 25 322
2 20 15
é 15 10 1011 10} | 112 10 1¢.2>
3 10 5
5 2 9
0 e g e e e e
S Vo B Vo N o B ¥ o B e T o NN ¥ o B o o YO 7o I Vo N ¥ o N o W W T e o B Vo BN Vo R Wo @)
SIETASETRSETARRTENE N 350
Ti Mean 6,5
ime
St Dev 2,584
Fig. 3. FRID Scanning Tags Statistics
Source: author’s own developments.
Barcode Scanning Times Statistics
40 38 io
<]
2
£
2
10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 N 350
) Mean 16,83
Time
StDev 3,1258

Fig. 4. Barcode Scanning Statistics
Source: author’s own developments.
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The data confirms our initial assumption
of the greater benefit the RFID technology can
bring to the company attempt of reducing the
fix cost (in this case the most expensive part of
it: manual labor). The observation shows that
average/mean scan time of the FRID tag is ap-
proximately 6,54 seconds compare to the
16,83 seconds for the barcode. That is almost
three times gain in speed. All of that combine
shows that RFID mechanism can perform bet-
ter, be more productive and efficient, and bring
a substantial operation benefits to the com-
pany. However, it also worth to mention here
that, based on the sampling data, RFID is less
consistent over the period of time compare to
the barcodes. The data shows that barcodes
represent a wide scanning time range, with in-
significant variations over a period of time,
while average mean of the RFID vary more
than of the barcode, but cycle time stays closer

to the mean.

c) Equipment Problems and Data Error.

By analyzing the type of equipment fail-
ures and subsequent errors, we saw during the
trial period, the following category of prob-
lems were generalized.

RFIDs (Figure 5):

- Unreadable or broken RFID tag.

- User errors due to the insufficient level
of training or use incorrect use of the equip-
ment.

- Incomplete scan of the tag that resulted
in the equipment warning and additional scan-
ning attempts or extra manual work. These
events were due either to the tag density in the
area, transponder sensitivity, signal absorp-
tion, or reflection and electrical noise and
some others. In the chart below such type of
events were classified as “Issues with RFID
Scanners”.

Issues Observed With The Barcode Scanners

Issues with
Barcode
Scanners; 10;
13%
Missing or
Damaged
Labels; 27;
34%

User Errors; 7;
9%

Issues With
Reading
Labels; 35;
44%
N 350

Fig. 5. RFID Error Scanning Statistics

Source: author’s own developments.

Barcodes (Figure 6):

- Missing or unreadable label outside of
the package that requires additional manual
operations by the employee.

- Non-working or incorrectly working
barcode scanners.

- User errors resulted by mistaken identi-
fication of the item.

As we can see from the above observa-
tion, both technologies still have some room
for improvements. They are not perfect. Each
of them encounters a significant number of

equipment failures and errors. The data shows
that barcodes might experience up to 10%
reading errors level while RFID technology
has only 4% reading errors. However, at the
same time, the RFID scanners might break on
average in 6,5% of all scan attempts (compare
to 3,5% for barcodes). That indicates that this
technology is still in the developing phase and
will require more improvements in the future.
Finally, RFID operation tend to require more
user training in order to reduce unintentional
user mistakes. We saw increased number of
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the user errors using RFID equipment compare
to the barcode readers (8,2% vs 2%). As data
shows, the user errors with the RFID equip-
ment is more than 4 times more likely compare

to the same user using barcode readers (that
might be explained by the novelty of the RFID
technology compare to the half of the century
history of the barcodes).

Issues Observed With The RFID Scanners

User Errors;
29; 40%

Issue with
Reading RFID
Tags; 14; 19%

Missing or
Damaged RFID
Tags; 7; 10%

Issues with RFID

Scanners; 23; 31%
N 350

Fig. 6. Barcode Error Scanning Statistics

Source: author’s own developments.

6. Conclusions.

As you can see in this study, the authors
tried to provide a comprehensive analysis of
the benefits and problems with incorporating
RFID technology in the warehouse/supermar-
ket environment. The results were as follow:
RFID technology does overperform existing
barcode system. The average reduction in the
OOS items might be in the range of approxi-
mately 20%. The RFID technology can also
substantially increase the accuracy and opera-
tion speed of the inventory operations, all of
the while reducing the amount of manual labor
and decreasing operational cost. However, the
novelty of the RFID technology plays a signif-
icant role on the number on the equipment fail-
ures (compare to the barcodes). The overall re-
sult of the study mostly supports the conclu-
sions authors of other publication made: the
greatest benefit of the RFID system is an abil-
ity to scan multiple items simultaneously and
without being in the direct line of sight of the
items. That immediately put RFID ahead of the
barcodes in the industries where speed and
quality is at most importance. The research
also confirms the authors prediction that any
new technology is not immune to the different
types of the equipment failures (especially in
the conditions that are not ideal and even

harsh). These failures negatively affected var-
iations in the mean of the scanning time period.
The other observation is related to the remain-
ing challenges any company, who consider im-
plementing RFID, will face - employees train-
ing. The higher initial implementation cost of
the system might be offset by the future reduc-
tion in the manual (unskilled) labor. Ability of
the system to prevent (or warn) user errors
might also indicate a new way to train employ-
ees. That potentially will serve as an attraction
point to the potential adopters of the technol-
ogy and provide another cost saving mecha-
nism. However, there was one aspect that we
did not cover in this research: two dimensional
barcodes. That relatively new technology, that
provides improved scanning speed, better reli-
ability (compare to the single-dimensional bar-
codes), more space to store information on the
label might, and importantly, keep the cost of
the implementation and use down, might be-
came a significant competitor to the RFID
adoptions.

We also would like to address in more
derails some issues we saw with problems
RFID technology might poses. As noted by
Derakhshan, the primary data management
problems arising from its simplicity are low-
level data, redundancy in output resulting in a
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data in-flood, and inaccuracy of readings.
First, the only information generated from an
RFID chip is in the format (Electronic Product
Code, Location, Time). In order to be useful to
suppliers, this must be transformed through
various inferences into a real-time system.
This creates the possibility for error when the
data is not sufficient enough to understand
where an item tagged by an RFID chip is lo-
cated. For instance, if a reader failed to pick up
a given item of inventory, the tracking system
must make certain assumptions as to its where-
abouts such as malfunction of readers or its
theft along the way - this creates uncertainly
derived information.

The unique recognition of RFID chips
creates the second issue — unnecessary dupli-
cation of data through redundancy at the reader
level and redundancy at the data level. In order
to capture all chips within a given vicinity,
readers must be placed with an overlapping
range of each other. As a result, two readers
often pick up the data from the same RFID tag.
While this is a significant data collection prob-
lem in its own right, the snowball effect occurs
due to the constant stream of data being trans-
mitted to the readers. RFID data is in greater
volume than other forms of data streams. As
we saw in our tests, in some instances, readers
perform over 100 readings of these chips per
second. However, only the readings where the
RFID’s metrics are changing are useful for en-
terprise purpose. As a result, massive amount
of server space is required to hold data that is
almost entirely useless.

Finally, based on our research, one of the
greatest issues preventing the ubiquity of

RFID tagging is the reliability of the data
stream. “The observed read rate in real world
RFID deployments is often in the 60-70%
range” (Derakhshan, 2007). This is a function
of the cheap and power-light design, as well as
the wireless communication setup. However,
the lack of individual accuracy is at least par-
tially mitigated by the reader redundancy men-
tioned above and by the significance of tem-
poral changes rather than individual record-
ings in applications.

Due to their simplicity, RFID tags also
come with a collection of security issues. The
simplest type of infiltration would be through
RFID skimming, whereby a hacker with an ex-
ternal reader can read the tags without alerting
the owners of the tag (Juels, 2006). Even tags
that are protected through algorithms still
broadcast a unique identifier that can provide
the necessary information for physical track-
ing. This poses an even larger issue when this
information is combined with personal data,
allowing someone to, for instance, create a
profile of an individual’s purchases.

As a prospect for the further research, we
should investigate RFID security and possible
ways to infiltrate RFID system and manipulate
with data. Example of such intrusion and ma-
nipulation could be an attacker listens to the
network and records exchanges between tags
and the reader or an attacker overloads a reader
with a specific tag frequency requests, pre-
venting the functioning of the reader. Alt-
hough yet to be widely adopted, solutions to
these concerns such as the delegation tree, pro-
tocol added schemes, tag killing, XOR encryp-
tion, and blocker tags have been proposed.
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